
86 Security Testing

io.i Testingfor Division C

10.1.1 Personnel
The securitytestingteamshallconsistof atleast two individualswith bachelor
degreesin ComputerScienceor theequivalent.Teammembersshallbe ableto
follow testplanspreparedby thesystemdeveloperandsuggestadditions,shall
be familiar with the flawhypothesisor equivalentsecurity testingmethodology,
andshallhaveassemblylevel programmingexperience.Beforetestingbegins,
the team membersshall have functional knowledge of, and shall have
completedthe systemdeveloper’s internalscoursefor, the systembeing
evaluated.

10,1.2 Testing
The team shallhave“hands-cm” involvementin an independentrun of the tests
used by the systemdeveloper. The teamshall independentlydesignand
implementat leastfive system-specifictestsin an attemptto circumventthe
securitymechanismsof the system.The elapsedtimedevotedto testingshall
be at leastone monthandneednot exceedthreemonths.There shallbe no
fewerthantwentyhands-onhoursspentcarryingout systemdeveloper-deimed
testsandtestteam-definedtests.

10.2 Testingfor Division B

10.2.1 Personnel
The securitytestingteamshall consistof at leasttwo individualswith bachelor
degreesin ComputerScienceor the equivalentandatleastoneindividual with
a master’sdegreein ComputerScienceor equivalent.Team membersshall
be able to follow testplanspreparedby the systemdeveloperandsuggest
additions,shallbe conversantwith the flawhypothesisor equivalentsecurity
testingmethodology,shallbe fluent in the TCB implementation language(s),
andshallhaveassemblylevel programmingexperience.Beforetestingbegins,
the team members shall have functional knowledge of, and shall have
completedthe systemdeveloper’s internals coursefor, the systembeing
evaluated.At least one teammembershall have previously completeda
securityteston anothersystem.

10.2.2 Testing
Theteamshallhave“hands-on”involvementin anindependentrunof the test
packageusedby the systemdeveloperto testsecurity-relevanthardwareand
software.The team shall independentlydesignandimplementat leastfifteen
system-specifictestsin an attemptto circumventthesecuritymechanismsof
the system.The elapsedtime devotedto testingshallbe atleasttwo months
andneednot exceedfour months.Thereshallbe no fewer thanthirty hands-
on hoursper teammemberspentcarrying out systemdeveloper-definedtests
andtestteam-definedtests.


